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“IMT” means Three Minute Thesis. Ph.D. course students will present their research in
three minutes. Today, ten students will come. This is a competition. Please vote for the

most impressive presenter. The 1st to 3rd outstanding presenters will receive the awards.
Please google “ISEE 3MT” and find the voting site in the HP of ISEE 3MT.
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Repairs and Breaks Prediction for Deep Neural Networks
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Visualization of Lifelong Medical History: Empowering Patients and
Enhancing Clinical Decision-Making
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New Perspectives on Data Exfiltration Detection for Advanced
Persistent Threats Based on Ensemble Deep Learning Tree

Q1: What & How to exfiltrate data in APTs? Q3:Detection Mechanisms?

p\ Suspector? Prediction Drive Force 2%0
Leaf:

(.2 Who ?
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R Outputs of Hidden Layer

ﬁ To detect and halt APTs at the onset of an attack o _ XGB Classification _
Prediction using eXtreme Grandient Boosting (XGB)

as the Prediction Drive Force
B . Initial Establish Lateral Data Cover
econnaissance Compromise Foothold Movement Exfiltration Up Prediction Drive Force

PTLO PTS.O PTL: Package Transfer Lifetime Volatility
Little attention has been paid ! 8 |:|I S

Results of Output Layer

PTS: Package Transfer Speed Volatility

Q2: Research purpose?

User Server PTL! ,PTS} C2 Server
(3 To d?tECt data exfiltration of APT attacks within normal wes) Exfiltration over a C2 channel
traﬂlc

PTL; < PTLY PTS} < PTS!
(7Y To detect sensitive data exfiltration of APT attacks if the
leaked information is split into extremely small chunk | Exfiltration transfer size limitation

sizes in different victim systems? PTL. > PTL? PTS! > PTS?




Voting time
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